NudpopmanuoHHasi naMATKA IS 00y4AIOIIUXCS JJI51 Pa3MelleHns Ha
opuuuanbHbix UHTEpHET-pEcypcax
C KaxIbIM TOAOM MOJOJIEKH B MHTEPHETE CTAaHOBUTHCA OOJIbIIE, a MIKOJbHUKH
OIHM W3 CaMbIX AaKTHUBHBIX IOJb30BaTenell PyHera. Mexny TeMm, NOMHMO
OTPOMHOI'0 KOJIMYECTBA BO3MOXXHOCTEH, HMHTEPHET HECeT W MpodOsieMbl. ITa
naMsTKa JI0JKHA MOMOYb Te0e 6e301acHO HaXOIUThCS B CETH.
KomnbrorepHbie BUPYChI

KoMnploTepHBIE BUPYC — 3TO PAa3HOBUAHOCTH KOMIIBIOTEPHBIX IPOTPaMM,
OTJIMYUTENBHON OCOOEHHOCTBIO KOTOPOH SIBISIETCS] CIIOCOOHOCTh K Pa3MHOKEHHUIO.

B nonosiHeHue K 3TOMY, BUPYChl MOTYT MOBPEIUTH WM MOJHOCTHIO YHUYTOXHUTH
BCe (pailyibl U JaHHBIE, MTOJJKOHTPOJIBHBIE TIOJIB30BATEN0, OT UMEHH KOTOPOTO ObLiia
3amynieHa 3apaxEHHasi mporpamma, a Takke MOBPEIUTh WM JaKe YHUYTOXHUTH
OTIEpAllMOHHYI0 CHCTEMY CcO BceMHu ¢aiiamu B 11eJoM. B OOJIBIIMHCTBE CiiydacB
pacrpoCTPaHsAIOTCS BUPYCHI YEPE3 UHTEPHET.

MGTOI[BI 3allIUTBI OT BPCAOHOCHLIX IIPOIrpaMM:

1. Vcnonp3yil COBpEMEHHbIE ONEPALMOHHBIE CUCTEMBbI, UMEIOIINE CEPbE3HBIN
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;

2. IlocrossHHO ycraHaBnuBail mautu (UUQPPOBBIE 3aIIATKH, KOTOpPHIE
aBTOMATUYECKH YCTAaHABIIMBAIOTCS C IEJNbIO JIOPAOTKM MpOrpamMMbl) U
Ipyrue oOHOBJIEHUSI CBOEW onepalMoHHOM cucteMbl. CkaunBail UX TOJBKO C
opumansHoro caiita paspadotunka OC. Ecam cymecTtByeT pexum
aBTOMATHU4YECKOT0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Pabortaii Ha CBOEM KOMITBIOTEpE IIOJ] TIpaBaMH TIOJIB30BATENs, a HE
aJIMUHUCTpPATOpa. ITO HE MO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOrpaMM
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. Vicnone3y#h  aHTUBUPYCHBIE  MPOTPAMMHBIE  TMPOAYKTHI  HM3BECTHBIX

MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

Orpannub HU3NIECKUN JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIHUIL;

6. Ucnonw3yit BHEIIHWE HOCUTENIN UHPOPMAIIUU, TAKUE KaK (IICIKa, TUCK WU
¢aiin u3 uHTEPHETA, TOJBKO U3 MPO(EPEHHBIX HCTOYHUKOB,;

7. He oTkpbiBaii KOMIIBIOTEpHBIC (Dailsibl, MOTYyYEHHBIE W3 HEHAIEKHBIX
UCTOYHUKOB. Jlaxke Te (paitipl, KOTOpBIC MPUCIAT TBOW 3HAKOMBIN. Jlydire
YTOYHU y HETO, OTIPABJISII JIU OH TeOE HX.

o

Cerun WI-FI

Wi-Fi - aT0 He Buj mepenauu JaHHBIX, HE TEXHOJIOTHs, & BCErO JIMIIb OpEHI,
mapka. Eme B 1991 rony Humepianiackas KOMMaHHUS 3aperHCTpUpoBalia OpeH[I
«WECA», uro oOo3nauano cnoBocouertanue «Wireless Fidelity», kotopsrit
NEPEBOIUTCS KaK «OeCIpOBOAHASI TOUHOCTDY.

Jlo Hamiero BpeMeHH Jomia Apyras adb0peBHarypa, KOTopas SIBISIETCS TaKOW ke
TexHosoruen. 9to abopeBuarypa « Wi-Fi». Takoe HazBaHue ObLIO JaHO C HAMEKOM



Ha CTaHIApT BBICIIMU 3ByKOBoW TexHuWkH Hi-Fi, uro B mepeBoge o3Hauaer
«BBICOKAsI TOYHOCTBY.

Jla, OecruiaTHBIM HMHTEPHET-IOCTYI B Kade, OTEIAX W adporopTax SBISCTCS
OTJIMYHOM BO3MOJKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTrME 3KCHEepThl CUMTAIOT,
gT0 obmeaoctynHbsie Wi-Fi ceTu He sBisitoTcs 6€30macHbIMU.

CoBeThl 110 6€30IaCHOCTH paboTe B O0IICAOCTYIIHBIX ceTsx Wi-fi:

1. He mepenaBaii cBOIO JMUYHYIO MH(POpPMALHKIO yepe3 oOmienoctymnHabie Wi-Fi
cetu. Paboras B HUX, jKelaTeIbHO HE BBOJAMTH MAPOJIM JIOCTYIIA, JOTUHBI U
KaKue-TO HOMEDA;

2. Vcnonb3yit 1 OOHOBISH aHTUBUPYCHBIE TpOrpaMMbl U Opanamayep. Tem
caMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRBO;

3. IIpu ucnonszoBanuu Wi-Fi oTkimoun ¢pyakuo «O0mui noctyn K ¢aiiam
U npuHTepam». JlaHHas (QyHKIUS 3aKpbiTa IO YMOJYaHUIO, OJHAKO
HEKOTOPbIE IMOJIb30BATEIM aKTUBHPYIOT €€ NIl yA00CTBa HUCIONIb30BaHUS B
paboTte wim yueoe;

4. He wucnonb3yit nyomuuneii WI-FI anga nepemaum JIMYHBIX J1aHHBIX,
HaIrpuMep ISl BBIXO/Ia B COLIMANIBHBIE CETH WM B AJIEKTPOHHYIO MOYTY;

5. Wnonp3yit Tonpko 3ammuiineHHoe coeauHenue yepes HTTPS, a ae HTTP, T.e.
npu Habope BeO-asipeca BBOAM UMEHHO «https://»;

6. B moOunbHOM Tenedone otkmoun ¢GyHkimo «[logkmouenne xk Wi-Fi
aBToMaTuueckn». He  nmomyckal  aBTOMAaTHYE€CKOTO  IMOJKIFOYCHUS
ycTpoicTia K cetsim Wi-Fi 0e3 TBoero cornacus.

CouunajabHble CeTH

ConmanbHbIe CETH aKTUBHO BXOJSAT B HAIy >XKHW3HB, MHOTHE JIIOJU pabOTalOT U
JKUBYT TaM IOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MHILIHAP]] YEIOBEK,
qTO SIBJISICTCSI OMHOM CEAbMOM BCEX JKUTEJICH MIaHETHI.

MHorue ToJIb30BaTeIM HE TMOHMMAIOT, YTO HWH(pOpMAIUs, pa3MelieHHAs UMHU B
COIMAJIBHBIX CETSIX, MOKET OBITh HaljeHa W HWCIOJIb30BaHAa KEM YTOJHO, B TOM
Yyucye He 0053aTeNIbHO ¢ OJ1aruMu HaMEepCHHSMU.

OCHOBHBIE COBETHI 110 0€301IaCHOCTH B COIIMaJIBHBIX CCTAX:

1. Orpanuub criucok apy3eil. ¥ Tedst B Ipy3bsiX HE JOIHKHO OBITh CIydYallHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuinaii cBOI0 4acTHYIO KU3Hb. He ykaswiBall maposu, TenedoHsl, ajgpeca,
JaTy ~ TBOETO  POXIAEHUS U JIPYryl0  JUYHYIO  UHGOOpMAIHUIO.
3710yMBILIEHHUKHA MOTYT MCIOIb30BaTh AaKe MH(OPMAIUIO O TOM, KaK Thl
Y TBOU POJIMTEINH IUIAHUPYETE MTPOBECTU KAHUKYJIbI;

3. 3amuimai CBOK pemyTalrio - JIEPKU €€ B YUCTOTE U 3ajaBail cebe BOIpocC:
Xo0Ten ObI Thl, YTOOBI IPYTUE MOJB30BATENN BUAETH, YTO Thl 3arpy>Kaeib?
[Toxymaii, mpexJie 4eM 4TO-TO ONyOJIMKOBATh, HAIUCATh U 3arpy3UTh;



4. Ecnu Tl TOBOPUILB C JIFOAbMH, KOTOPBIX HE 3HACIIb, HE UCIOJIb3YyH CBOE
peaslbHOE UMA U JPYTYIO JIMYHYIO MH(OpMalMK: UM, MECTO KHUTEJIbCTBA,
MECTO yueObl U IPOYEE;

5. Uzberaii pasmemenus ¢otorpaduii B UHTepHETE, /i€ Thl M300pakKeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEJEIUTh TBOE MECTOMOJIOKEHHE;

6. Ilpu perucrpanuu B COUUANIbHON CETH HEOOXOIMMO HUCIIOJIb30BATh CIOKHBIE
[apoJIx, COCTOSIIIME U3 OYKB M LIM(P U C KOJUYECTBOM 3HAKOB HE MEHEE §;

7. Jlnsa conuanbHOM CeTH, OYTHI U IPYTHX CaiTOB HEOOXOJUMO HCIIOIb30BaTh
passble napoau. Toraa ecinu T€0s B3JIOMAIOT, TO 3J10YMBIIIJIEHHUKH MOJTy4YaT
JOCTYT TOJIBKO K OZJTHOMY MECTY, & HE BO BCE Cpasy.

DJIEKTPOHHBbIE JeHbIH

BHGKTPOHHBIC JACHBI'M — 3TO OYCHDb y,Z[D6HI;II>i CI10co0 HJ'I&TG)KGI\/'I, OJHAaKoO
CyYCCTBYIOT MOIICHHUKH, KOTOPBIC XOTAT IIOJIYYUTD 9TH ACHbBI'U.

3J’I€KTpOHHBI€ ACHBI'H IIOABUJINCH COBCEM HCOABHO WM HMCHHO H3-3a 3TOI'O BO
MHOTI'HX T'OCyIapCTBax JO CHUX IIOP HC IIPOIIKMCAHO IIPO HUX B 3aKOHAaX.

B Poccum xe oHu (QYHKIIMOHHUPYIOT M O HUX YK€ MPOIKCAHO B 3aKOHE, IJIe UX
pa3AeIsIIOT Ha HECKOJIbKO BUIOB — aHOHUMHBIC U HE aHOHUMHBIE. Pa3HuIia B ToMm,
YTO AHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3pemracTcss MPOBOAHUTHL Omeparuu 0e3
UJeHTU(PUKAIINY TT0JIh30BaTENs, @ B HCAHOHUMHBIX HJICHTU(UKAIIUU T10JIb30BaTEIIS
SIBIISIETCS 00s3aTEIIHLHOM.

Taxxke cienyer pas3nuyarb  JJEKTPOHHbIE  (UaTHbIE  JAEHBIU  (paBHbI
rOCYAapCTBEHHBbIM BaJIIOTaM) M JJIEKTPOHHbIE He(UaTHbIE ACHBIM (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MaCHOM padOTe C AIEKTPOHHBIMU JI€HbraMU:

1. TlpuBsku K cueTy MOOWIBHBIN TenedoH. ITO camblid yAOOHBIM U OBICTPBII
Croco0 BOCCTaHOBHUTH JOCTYI K cueTy. [IpuBsi3aHHbIl TenedoH MOMOXKET,
ecnu 3alyjaellb CBOW IUIATeKHBIA TApoJib WM 3aiiielllb Ha CalT ¢
HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonws3yit omHopa3oBble maponu. llocme mepexona Ha yCHICHHYIO
aBTOpM3aIuio Tebe yxke He OyneT YrpokaTh OIACHOCTh KpakH WM
nepexsaTa IUIaTEXHOr0 NapoJis;

3. Boibepu cnoxubiii mapoib. [IpectymHukam Oyaer He MpoOCTO yrajaTh
CJIOXHBIA Tapoib. HaxexHeple mapojm — 3TO MapoJid, KOTOPBIE COIEpkKaT
HE MEHEe 8 3HAKOB M BKIIIOYAIOT B C€0sl CTPOYHBIC U MPOMHUCHBIE OYKBBHI,
nudpel M HECKOJBKO CHUMBOJIOB, Takh€ Kak 3HaK jaoiiapa, (QyHTa,
BOCKJIMIATENILHBIN 3HaK ¥ T.1. Hanpumep, $tROng!;;

4. He BBOAM CBOM JMYHBIE JaHHBIE HA CaliTaXx, KOTOPHIM HE TOBEPSIEILIb.

DJIeKTPOHHAA MOYTA



DNeKTpoHHasi Mo4YTa — 3TO TEXHOJOTHS W NPEJOCTAaBISIEMBbIE €H0 YCIYTH IO
NEPECHUIKE U MOIYYEHHIO AIEKTPOHHBIX COOOILEHUH, KOTOPBIE PaCIIPENETSIOTCS B
KOMIIBIOTEPHOU CETH.

OOBIYHO DJICKTPOHHBIA TIOYTOBBIM SIIMK BBINVISAUT CICAYIOMIMM 00pa3oMm:
HUMsI_TIOJIb30BaTEIA(@WUMS_TOMEHA.

Taxke KpoMe mepemaydl IMPOCTOTO TEKCTa, MMEETCS BO3MOXKHOCTH IepeIaBaTh
(haitibl.

OCHOBHBIEC COBETHI IO 0€30TaCHOM padOTe C AICKTPOHHON MTOYTOM:

1. Hamo BbIOpaTh mpaBUJIBHBIA TOYTOBBIM cepBUC. B uHTepHETE ecTh
OTPOMHBIA BBIOOp OECIUIATHBIX IOYTOBBIX CEPBUCOB, OJHAKO Jy4YIle
JIOBEPATH TEM, KOTO 3HAEIIb U KTO IIEPBBI B PEUTHHTE;

2. He ykaspIBail B TUYHOW ToYTe JUUHYIO HMHPopManuio. Hampumep, mydie
BBIOpATh «MY3bIKaJIbHBIN (hanat@» unu «pok2013» BmecTo «Temal3»;

3. Ucnonp3yit AByXATAMHYIO aBTOPU3ALMIO. JTO KOTIa IOMUMO NapoJisi HY>KHO
BBOJUTH KOJ, MPUChLIaeMbIid 0 SMS;

4. BpiOepu cnokHbIN Mapodib. sl KaXKa0T0 MOYTOBOIO SIIHMKA JOJKEH OBITH
CBOW HAJEKHBIW, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ectu ectb BO3MOXXHOCTH HammcaTh CaMOMY CBOM JIMYHBIMA BOIPOC,
UCIIOJIB3YH 3Ty BO3MOYKHOCTb;

6. Mcmonp3yli HECKOJBKO TIOYTOBBIX SMIUKOB. [lepBBId 111 YacTHOU
MIEPENUCKU C aJapecaTamMu, KOTOPBIM Tbl JOBEPSACHIb. JTO AJIEKTPOHHBIN
aJipec He HaJ0 MCIOJIb30BaTh IPU PErUCTPALMK HA (pOpyMax U caiTax;

7. He otkpbiBail (haiimbl U Apyrue BIIOKEHUS B MUCbMAaxX JlaXe €Clid OHU
NPUILIM OT TBOMX JApy3el. Jlydine yrouHu y HUX, OTOPABIISUINA JIU OHU TeOe
3T (aiibl;

8. Ilocne okoH4YaHHMs pPAOOTHI Ha TIOYTOBOM CEpPBHCE IeEpel 3aKPHITHEM
BKJIQJIKU C CAUTOM HE 3a0y/ib HaXKaTh Ha «BBIATIY.

Kn0epOy1iimHr WM BUPTyaibHOE U3/1€BATEJIbCTBO

KubepOymmHr — mpeciaeqoBaHue COOOIICHUSMH, COJEPKAITUMU OCKOPOJICHUS,
arpeccHio, 3alyriBaHne; XyJIUTaHCTBO; COIMAbHOE OOMKOTHUPOBAHKE C TIOMOIIBIO
pPa3ITUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpHOE ¢ KUOEPOYIITMHIOM:

1. He Opocaiics B Ooi. Jlydmmuii cmoco0: mMOCOBETOBATHCS Kak ce0si BECTU W,

€CIIi HEeT TOTO, K KOMy MOKHO OOpaTHThCs, TO BHaYaje yCOKOUThCs. Ecnn

Thl HAYHEIIh OTBEYATh OCKOPOJCHHUSIMH Ha OCKOPOJEHHS, TO TOJIBKO €IIe

O0JIbIIe Pa30KKEITb KOHPIUKT;

VYmpasnsii cBoelt kubeppermyTaiuei;

3. AHOHMMHOCTH B ce€TH MHMMAasl. CyIIECTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOHUT
32 aHOHUMHBIM aKKayHTOM;
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4. He cTtouT BeCTH XyJHTraHCKMH oOpa3 BUpPTyaJbHON >Xu3HU. VHTEepHeT
(¢ukcupyeT Bce TBOM ACHCTBUS U COXpaHSAET UX. Y JAINUTh UX OyneT KpaiHe
3aTPyAHUTEIIBHO;

Cobmronail cBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyil eauHuuHblii HeraTuB. OpHOpa3oBblE  OCKOPOUTENIBbHBIE
cooOIIeHusl Jydlie UrHopupoBatb. OOBIMHO arpeccus NpeKpallaeTcs Ha
Ha4yaJIbHOW CTauH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIECHUSIMH, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXHOCTh OJIOKHPOBKH OTIIPABKH COOOILECHHI C
OIIPENETICHHBIX aIPECOB;

8. Eciu T cBumerens kubOepOymnuHra. TBOM NEHCTBUS: BBICTYIUTH MPOTHB
IpecienoBarensi, IOKa3aTb €My, 4YTO €ro JEHCTBHSA OLIEHUBAIOTCS
HEraTUBHO, TIOJIEPKATh JKEPTBY, KOTOPOM HYXHa ICHUXOJIOTHYECKas
IIOMOIIb, COOOIIUTB B3POCIBIM O (PaKTe€ arpECCUBHOIO ITOBEACHUS B CETH.

o1

MooOuibHbId TesedoH

CoBpemenHble cMapTHOHBI U TUIAHIIETHI COAEpKaT B ceOe BIOJHE B3POCIbIN
(GyHKIIMOHAT, U TEmepb OHU MOTYT KOHKYpUpPOBAaTh CO CTallMOHAPHBIMU
KoMmmbioTepamu. OTHAKO, CPEJICTB 3aIUThI ISl MOJJOOHBIX YCTPOUCTB MOKa OYEHb
Maro.

TectTupoBaHKe U MOUCK YSA3BUMOCTEH B HUX MPOUCXOJUT HE TaK MHTEHCUBHO, KaK
st [1K, 1o ske camoe kacaeTcss 1 MOOUJTbHBIX TTPUIIOKEHUM.

CoBpeMeHHbIE MOOWIBHBIC Opay3ephl YK€ MPaKTUYECKH JOTHAIM HACTOJIbHBIC
aHaJoru, OJHAKO paclIMpeHre (QYHKIMOHAIAa BJEYET 3a CO0OM OOJNBIIYIO
CJIOKHOCTh U MEHBIIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce NPOU3BOAUTENM BBITYCKAIOT OOHOBIICHHUS, 3aKphIBAIOIINE
KPUTHYECKHUE YA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JJIs1 0€30MaCHOCTH MOOMIILHOTO TenedoHa:

1. Huyero He siBNsieTCA MO-HACTOSIIEMY OeCIUIaTHBIM. byab OCTOpOXEH, BEIb
Korja Tede mpeaiaraloT OecrIaTHhIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKHUe-TO TJIATHBIE YCIIYTH;

2. Hywmaii, mpexae yem otnpaBuTh SMS, ¢oto nin Bugeo. Tl TOUHO 3HACIID,

rae oHu OyJIyT B KOHEYHOM UTOTE?

Heo0xoaumo 0OHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETO CMapThOHa;

Hcnonp3yit aHTUBHPYCHBIE IPOTPaMMBbI 111 MOOUIIbHBIX TeNe(OHOB;

5. He 3arpyxaii mpuioxeHus: OT HEU3BECTHOTO MCTOYHUKA, BEb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIIEUEHHE;

6. Ilocne Toro kak Thl BBIEIIb C CaliTa, T/l BBOJAWJ JIMUYHYIO MH(MOpMAIHIO,
3aii B HACTPOIKK Opay3epa U yaaiu cookies;

7. Ilepuoanuecku NpoBepsid Kakue IUIaTHbIE YCIYTU aKTUBUPOBAHbI Ha TBOEM
HOMEpE;
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8. MlaBaii cBoii HOMEp MOOWIBHOTO TenedoHa TOJNBKO JIIOASM, KOTOPBIX ThI
3HaelIb U KOMY JIOBEpsCIIIb;

9. Bluetooth momxeH OBITH BBIKIIOUEH, KOTJa Thl UM HE MOJb3yemibcs. He
3a0bIBail MHOT 1A TIPOBEPSTH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAHH-UTPBl — 3TO KPACOYHBIE, 3aXBaThIBAIOLIME pPa3BICUEHUS,
OOBEIUHAIOIINE COTHU ThICAY YEJIOBEK MO BceMy MHpy. Mrpoku wuccinemyror
JaHHBIA UM MHUD, OOLIAIOTCSA APYT C JPYIOM, BBIIOJHSIOT 3a/laHusl, CPAKAIOTCS C
MOHCTpPaMH M IOJIy4alOT ONBIT. 32 yJOBOJBCTBUE OHU IUIATAT: MOKYMAIOT JTUCK,
OIUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIMLUU.

Bce 3Tu cpenctBa uAyT Ha MOJAECpPKAHWE U PAa3BUTHUE WUIPBI, a TAKKE HA CaMmy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMBI ABTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTuu (IUQPpPOoBbIE 3aIIaTKU AJI IPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B 1o00HBIX WUrpax CTOUT OMacaThCsi HE CTOJILKO CBOMX COINEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, HAa KOTOPOM OCHOBaHa CHUCTEMa aBTOpU3AIUU OOJIBIIMHCTBA
urp.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOETO HUI'POBOI'0 aKKAaYHTaA:

1. Ecnu npyroil Urpok BeJeT ceds MIOXO WM CO3JaeT TeOE HENMpPUATHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Tloxanyiica anMHUHHCTPATOpaM UTPhI Ha IJI0OXOE MOBEJEHUE dTOTO UIPOKa,

YKEJATEIbHO MPUJIOKUTh KAKKE-TO J10Ka3aTeNIbCTBA B BUJIE CKPUHOB;

He yxa3piBaii muuHyo uHbopMaIuio B mpodaiisie urpsr;

YBaxaii Ipyrux y4aCTHHUKOB I10 UI'PE;

He ycranaBnuBait HeopuIMaabHbIE TATYH U MOJIBI;

Hcnonb3yii CII0KHBIE U pa3HbIE TAPOJIH;

Jlaxke BO BpeMsi UTPbl HE CTOMT OTKJIIOYATh aHTUBHUpYC. [loka Thl Urpaeip,

TBOW KOMIIBIOTEP MOTYT 3apa3uUTh.

N Ok

OUIIMHI WA Kpaika JINYHBbIX JaHHbIX

OObIYHOM Kpakel JEHET M JOKYMEHTOB CETrOJHA YK€ HUKOTo He yAuBHfIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTUN 3JIOYMBIIIJIEHHUKN NIEPEMECTUIIUCH B UHTEPHET,
U TIPOJIOJDKAIOT 3aHUMATHCS «JTFOOMMBIM)) IETIOM.

Tak mosiBUIach HOBasl yrpo3a: MHTEPHET-MOUICHHHYECTBA WM (DUIIHHT, TJIaBHAs
edb  KOTOPOTO  COCTOMT B  TOJYyYEHHWHM  KOH(MUISHIMAIBHBIX  JTaHHBIX
MOJIb30BATENIEH — JIOTMHOB U maposeit. Ha anrmuiickoMm si3bike phishing untaercs
kak ¢pumuHr (0T fishing — pbIOHas 0B, password — naposb).

OcHOBHBIE COBETHI IO 0OpHOE € (PUITUHTOM:



1. Cnenu 3a cBoMM akkayHTOM. Ecnmu Tl Tomo3peBaelib, 4TO TBOSI aHKETA
Oblla B370MaHa, TO HEOOXOAMMO 3a0JOKUPOBATH €€ M  COOOIIUTH
aJIMUHUCTpPATOpaM pecypca 00 3TOM KaK MOXKHO CKOpee;

2. VUcnonw3yit Oe3omnacHble BeO-CaliThl, B TOM YHCIIe, HHTEPHET-Mara3uHoB U
IIOMCKOBBIX CHCTEM;

3. Wcnonp3yit ciokHbIE W pa3Hble Mapoiau. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY
poITIO B CETH, a HE KO BCEM;

4. Ecnu T1eOs B3IOMad, TO HEOOXOAMMO TPEIYyNpPEIUTh BCEX CBOMUX

3HAKOMBIX, KOTOpbIE A00aBlieHb y TeOs B APY3bsIX, O TOM, 4YTO TeOs

B3JIOMaJy ¥, BO3MOXKHO, OT TBOETO HMMEHH OYIET pacChUIaThCA ClaM U

CCBUTKH Ha (DUIIIMHTOBBIC CAUTHI;

YcranoBu HaaexHbIM napoib (PIN) Ha MOOWIIBHBIN Tene(oH;

OTKIIIOYM COXpaHeHHE mapoJis B Opaysepe;

He otkpeiBaii ¢aiiiel U Apyrue BJIOKEHHS B IMHChbMax JaXKe €CIH OHH

MPUIILUTH OT TBOMX Jpy3ei. Jlydine yTouHu y HUX, OTIPABIISIN JIU OHU TeOe

3T (aiibl;

N oo

u¢posasi penyrauus

[MudpoBas penyranust - 3T0 HEraTUBHAs WM MMO3UTHUBHAs MH(POPMALIMS B CETH O
tebe. Kommpomerupyromas nHdopmanus pasMelleHHas B HMHTEPHETE MOKET
CepbE3HBIM 00pPa30M OTPA3UTHCS HA TBOEH pealbHOM KU3HMU.

«IudpoBas penyramusi» - 5TO TBOW UMUK, KOTOpPBIH QopMupyercs u3
uHpopmaIuu o Tede B UHTEPHETE.

TBOe MeCTO >XHUTENbCTBA, y4eObl, TBOE (DMHAHCOBOE IMOJIOKEHHE, OCOOEHHOCTU
XapakTepa U pacckasbl 0 OJIM3KUX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue TOAPOCTKH JIETKOMBICIICHHO OTHOCSTCA K TyOJIMKaluu JTUYHON
uHdopmaruu B MHTEepHETE, HE MOHMMAsI BO3MOXKHBIX TMOciencTBuil. Thl maxe He
CMOJKEIIb JIOTaaaThCsi 0 ToM, 4To (ororpadus, pa3MeiieHHas 5 j1eT Ha3al, craia
MPUYUHON OTKAa3a MPUHATH T€Os Ha padoTy.

KoMmMmeHTapuu, pasmeineHne TBouX ¢oTorpaduit u Apyrue ACHCTBUS MOTYT HE
WCYC3HYTh JaKEe IOCIIE TOTO, KaK ThI UX YIAIHIIb. Thl HE 3HACIIb, KTO COXPaHMUI
9Ty HH(pOpMAIIHIO, TToTaia JIM OHa B TIOMCKOBBIC CHCTEMBI M COXPAHMIIACh JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O TeOE OKpyKaroliee J01, KOTOPble HAWIYyT U YBUISAT
sTo. Halitn mHOp™MaImio MHOTO JIET CIYCTS CMOXET JIF0OOW — Kak U3 JO0OpBIX
noOyX/JICHU, TaK W C HAMEPEHHWEM NPHUYUHUTH Bpel. OTO MOXKET OBITh KTO
YTOIHO.

OCHOBHBIE COBETHI TIO 3aIUTE IU(PPOBOI permyTaInu:

1. TMoxymaii, mpexae 4eM 4To-TO MyOJUKOBATh U IMepenaBaTh y cels B Oyore
WA B COIMATIBHOM CETH;



2. B mnactpoiikax mnpoduis yCTaHOBM OTpaHHYEHHS HA MPOCMOTP TBOETO
npoduIIs ¥ €ro COAEPKUMOTO, CIIENIail €ro TOIBKO «IJIS APY3ei»;

3. He pa3memniaif 1 He ykas3biBail MH(pOpPMAIHIO, KOTOpas MOXKET KOro-J1nbo
OCKOPOJIATH WK OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE MTKOJIPHUKA— aKTUBHBIE MOJIH30BATEIN MU(PPOBOTO MPOCTPAHCTBA.
OnHako JaJIeKO HE BCE 3HAIOT, YTO IIOJIb30BAaHME MHOTHMH BO3MO>KHOCTSIMH
mudpoBoro Mupa TpeOyeT CoOIOJeHUsS TIpaB Ha  HMHTCINICKTYaIbHYIO
COOCTBEHHOCTE.

TepMuH  «HMHTEIJIEKTyalbHasi COOCTBEHHOCTBbY» OTHOCHUTCS K  Pa3JIMYHbIM
TBOPEHUSIM YEJIOBEYECKOIO YMa, HAuyMHAasi C HOBBIX HM300pETEHH U 3HAKOB,
0003HavyaroIMX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTU , U 3aKaHYMBAsl KHUTAMH,
dboTorpadpusiMu, KHUHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSIMU.

ABTOpcKHME IIpaBa — 3TO IpaBa HA HWHTEUIEKTyaJbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEACHUS HAYKH, JINTEPATYPBl U HCKYCCTBA.

ABTOpCKME 1TIpaBa  BBICTYNAIOT B  KauyecTBE TapaHTHUA  TOroO,  4YTO
MHTEJUIEKTYaJIbHBII/TBOPUECKUI TPy aBTOpa HE OyIeT HampacHbIM, JACT €My
CIPaBEUIMBbIE BOZMOXKHOCTH 3apa0d0TaTh Ha pe3yIbTaTax CBOETO TPY/a, MOIYUUTh
U3BECTHOCTb U IIPU3HAHHUE.

Hukro 0e3 paspeuieHust aBTopa HE MOXET BOCIPOM3BOJUTH €ro MPOU3BEICHUE,
pacnpocTpaHsiTh, IMyOJUYHO JEMOHCTPUPOBATh, IpPOJAaBaTh, HMIIOPTHUPOBATH,
nycKaTb B IPOKAaT, MyOJIMYHO HCIONHSATH, MOKA3bIBATH/UCHOIHATh B 3UpEe WU
pasmemats B MHTEpHETE.

Hcnonb30BaHrEe «MUPATCKOT0» MPOrPaMMHOI0 OOECIIEUECHHSI MOXKET MPUBECTH K
MHOTUM pUCKaM: OT MOTEPHU JAHHBIX K TBOUM aKKayHTaM J0 OJIOKUPOBKU TBOETO
YCTPOMCTBA, T'/I€ YCTAHOBJIEHHBIA HE JeraibHas nporpamma. He ctouT Ttakke
3a0bIBaTh, YTO CYIIECTBYET JieTajdbHble U OECIUIaTHBIE MPOTPAMMBbI, KOTOPbIC
MOYKHO HAUTHU B CETH.

O nopraJse

CeteBUUOK.p() — TBOM TJIAaBHBIM COBETYMK B CETU. 37E€Ch Thl MOXEIIb y3HATh O
0€30MacHOCTU B CETH TMOHSATHBIM U JIOCTYIHBIM SI3BIKOM, a MPU BO3HUKHOBEHUU
KPUTHYECKON CHUTyalluu OOpaTUTHCS 3a COBETOM. A TakKe IMPUHATH ydacTHE B
KOHKYpCaX U CTaTh CaMbIM ITU(POBBIM IPaskIaHUHOM !



